Should we buy cyber cover?
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‘As Benjamin
Franklin said,
by failing to
prepare you
are preparing to fail.’

P U B L I S H E D

I N

L A W

S O C I E T Y ’ S

With the government figures repor ng 2.5
million incidents of computer crime, including
hacking and viruses, and the news full of bank
scams and cyber‐a acks on law firms, SRA
warnings, and insurance brokers selling cyber
cover to firms renewing their professional
indemnity insurance, the ques on has to be
asked, ‘Should we buy cyber cover?’ Many
insurance brokers have been oﬀering policies
in conjunc on with the professional indemni‐
ty renewal.
If you were expec ng a binary yes/no answer
to the ques on of whether you should buy,
regre ably it is not that simple, but read on
to find out why, and what you need to consid‐
er.

Where to start
As Benjamin Franklin said, by failing to pre‐
pare you are preparing to fail.
As with any other decision on whether to
insure, the star ng point is to –

iden fy the risk;

iden fy how far you can manage the
risk;

decide how much of the residual risk
you are prepared to carry yourselves;
and

transfer the risk which you are not
prepared to carry yourselves – by buy‐
ing insurance, if you can find the cover
you want at a price you are willing to
pay and can aﬀord.

Iden fy the risk
ACS Law was a firm of solicitors which pur‐
sued tens of thousands of individuals for al‐
legedly infringing copyright by sharing porno‐
graphic files. On 21 September 2010 ACS
Law’s website was hacked and the names of
the individuals entered the public domain;
since then, it has been said that the infor‐
ma on on which they relied was inaccurate.
ACS Law collapsed in the a ermath of this.
The Informa on Commissioner ordered ACS
Law to pay a £1,000 monetary penalty, but
said the penalty would have been £200,000 if
the firm had s ll been trading. The firm was
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cri cised for having computer security barely
adequate for home use, let alone a business
handling sensi ve personal data. The Solici‐
tors Disciplinary Tribunal suspended the sole
principal for two years and ordered him to
pay £76,326.55 costs.
Since then, we have seen firms suﬀering a
variety of other losses or poten al claims.
Some have been a acked with ransom so ‐
ware such as CryptoLocker denying access to
their systems unless they pay a ransom.
Others have had their emails hacked and
been duped by spoof emails into paying mon‐
ey to fraudsters, either their own money or
client money. Examples of this have been
fake emails from clients saying they have
changed bank accounts and asking for the
proceeds of sale of a property to be paid to a
new account.
NetDiligence’s latest cyber claims study re‐
ported that smaller organiza ons with reve‐
nue of less than $50 million accounted for 28
of claims.
If you were the vic m of an a ack, would you
know where to obtain help? What help
would you need? You may need assistance
with IT, or advice on li ga on to freeze assets
and recover the money, or specialist public
rela ons advice. You may need to inform
clients if you have lost their data, such as
credit card informa on, and there may be the
cost of credit monitoring.
These are just a few examples. Some firms
may represent higher risk than others – per‐
sonal injury firms hold vast amounts of sensi‐
ve personal data. Firms which are advising
on li ga on against banks will hold account
informa on which may make them higher
risk.

Iden fy how far you can manage the
risk
If the Pentagon can be hacked, as it has been,
and the Russian Federal Guard Service has
felt the need to buy typewriters, law firms
clearly cannot eliminate the risk. It is unlikely
that law firms can protect themselves against
hacking by sovereign states.
The stakes can be high. On 31 January 2012,
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Bloomberg reported that China‐based hack‐
ers looking to derail the $40 billion acquisi‐
on of the world’s largest potash producer
by an Australian mining giant hacked seven
Canadian law firms.
But there are steps we can and must take:
the seventh data protec on principle re‐
quires that ‘Appropriate technical and or‐
ganisa onal measures shall be taken against
unauthorised or unlawful processing of per‐
sonal data and against accidental loss or
destruc on of, or damage to, personal
data’. Outcome 7.5 in the SRA Code of Con‐
duct requires compliance with data protec‐
on legisla on. Chapter 4 of the Code im‐
poses obliga ons to keep client material
confiden al.
More important for most firms, though, will
be the need to protect their reputa on: as
law firms, our reputa on is all we have to
sell.
How sophis cated the technical measures
to prevent cyber‐a acks are will to some
extent be determined by the firm’s size and
resources but some should be a given in any
firm, such as an virus, firewalls and encryp‐
on of mobile devices. Some measures may
be highly sophis cated, but many may be
rela vely simple to implement. See for ex‐
ample the Government’s ‘10 Steps to Cyber
Security’. Remember that some do not
even involve the applica on of technology –
one of the key risks is staﬀ ‐ not only current
staﬀ but recent leavers, who may have secu‐
rity informa on which is suﬃciently up to
date to be of value.
Realis cally you need rela onships in place
already – it is the same as if a pipe bursts on
Saturday night ‐ unless you already have the
number of a plumber and know they will
come out, you will struggle to secure the
services of one. It is probably too late to
start looking in the Yellow Pages.
A significant por on of the risk arises from
one’s own staﬀ, including disgruntled em‐
ployees and recent leavers who s ll have
inside informa on which is suﬃciently cur‐
rent to be of value. Even innocent employ‐
ees are a risk, as they may have been target‐
ed through social engineering. Training is
key to the preven on of many of the a acks
to which law firms are exposed. No firm is
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immune from a ack – we have seen high
value a acks, some successful, on global
firms, high street firms, and those in be‐
tween. Online training is not expensive,
need not take much staﬀ me, and may pay
for itself thousands of mes over.

Decide how much of the residual risk
you are prepared to carry your‐
selves.
This is linked to the next item, but you do
need first to iden fy the security measures
which you can implement, under the last
heading, and the cost of implemen ng
them, before moving on to the ques on of
whether you buy insurance, and what insur‐
ance you buy.
You also need to bear in mind that some
losses may not be insurable; fines and pen‐
al es in par cular may be an issue here,
though some policies do cover regulatory
fines (where the law allows).

Transfer the risk
Insurance is the last link in the chain. It may
present opportuni es to help you manage
the risk in two ways. First, it may cap your
financial risk. Secondly, it may provide
emergency services to which you would not
otherwise have ready access.
You need to consider what insurance you
have already: the compulsory professional
indemnity cover under the SRA Minimum
Terms and Condi ons in eﬀect covers client
claims, but a separate policy (with appropri‐
ate wording) may help you protect your
professional indemnity claims record and
may be subject to a smaller excess. You
may have business interrup on cover under
your oﬃce policy. Some professional in‐
demnity policies have cyber extensions –
but may only provide limited cover.
Unlike professional indemnity, where all
insurers oﬀer broadly similar cover under
the SRA Minimum Terms and Condi ons
(for another year, though that may not sur‐
vive the next round of SRA reform), there
are wide varia ons in cover, as this is an
emerging market. It is therefore essen al
that you give detailed a en on to the policy
wording and look at several insurers’ oﬀer‐
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ings before you buy.

The policy

What can you insure?
The first ques on is what do we mean by
cyber risk? Many of the press reports in
ar cles under this heading involve frauds
perpetrated with nothing more technologi‐
cally sophis cated than a telephone – so‐
called ‘vishing’ a acks, with callers pretend‐
ing to be from the bank and duping a solici‐
tor or member of an accounts team into
provision of pass codes or persuading them
to transfer money to an account which is
not under their control.
These may not fall within the scope of a
cyber policy. As it is early days for cyber
policies, there have been few examples of
coverage disputes between insurers and
insureds, with no reported cases in this
country so far as the writer is aware, and
only a small number of cases in the United
States of America.
In one such case, a health insurer had a
computerised billing system that allowed
health care providers to submit claims di‐
rectly and most of these were paid auto‐
ma cally, without manual review. The in‐
surer claimed that it had sustained $18 mil‐
lion in losses for fraudulent claims it paid
that were submi ed by providers for ser‐
vices that were never rendered. This was
held not to be covered, because the entries
on the system were made by authorised
users, rather than hackers.
Another case, however, went the other way.
This involved a fraudster calling to ask the
insured to change account details for pay‐
ment of a genuine supplier’s bill and $2.4
million was diverted to the fraudster’s ac‐
count. In this case, the court held that cov‐
er applied.
Much turned on the policy wordings, which
were diﬀerent in each case, but the cases do
highlight the need for detailed considera‐
on of the policy. There have been many
cases of law firms sending client money to a
fraudster following a fake email no fying
the purported change of the client’s account
details.
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It is also important to ensure that the policy
is suitable for a professional services firm –
some may be more tailored to other sec‐
tors, such as internet sales. There will be
policy limits for each head of cover and you
need to check they are suﬃcient for your
purposes. As with any commercial docu‐
ment, you need to look carefully at the defi‐
ni ons: one policy, for example, contains a
defini on which has the eﬀect – perhaps
not obvious at first sight – of excluding
claims where the perpetrator uses the firm’s
hardware.
While the SRA Minimum Terms and Condi‐
ons give wide protec on in rela on to pro‐
fessional indemnity policies, such as protec‐
on against the consequences of non‐
disclosure, there is no such ‘gold standard’
for cyber policies which are subject to nor‐
mal commercial terms: cyber insurance is an
emerging industry.
While the Insurance Act 2015 will bring in
some added protec on next year, it is cri ‐
cal that the buyer understands the product
they are buying. The policy may, for exam‐
ple, contain warran es as to the firm’s secu‐
rity systems, such as firewalls and an ‐virus,
but could your insurance protec on be lost
if a partner or employee is working on their
own computer at home? Does the policy
require you to maintain certain security
standards and can you comply with the re‐
quirements? So ware updates are o en
cri cal – ‘install and forget’ is no longer ac‐
ceptable and your patch management policy
can be a cri cal part of your defence against
malware.
Policies may be replete with exclusions, as
insurers are ge ng to grips with modelling
their exposure, and par cularly the aggrega‐
on risk to which they may be exposed by a
single malware a ack aﬀec ng their en re
book of business.
Note too, that the policy may contain a ret‐
roac ve date, excluding liability for claims
arising from incidents before a par cular
specified date. A report by Santam on the
South African market noted that it takes
approximately 200 days for a South African
company to iden fy an online security
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breach; there is no reason to think that may
diﬀer significantly from elsewhere.
Policies cover two broad types of risk – the
firm’s own losses (or first party cover), for
example, damage to computers caused by
hackers, and claims by clients and others
(third party cover).

First party cover
Your system has been hacked, nobody can
do any work, there are key dates, hearings,
comple ons… What do you want to happen
next? This may be where your troubles
start, whether you have cover or not.
If you rely on external providers for IT sup‐
port, your first thought is probably to ring
them, ask them if they can drop everything
and come round and sort out the problem.
They know your system inside out, and in
most cases are probably best placed to sort
things out and have the system, or a re‐
placement, up and running as soon as possi‐
ble.
The policy may cover the costs of restoring
data, systems and hardware, but if you want
to claim on your cyber policy, however, you
will have to follow the claims procedure,
which may involve a third party such as loss
adjuster, and will probably have to use their
IT providers. When you choose your policy,
you need to understand what this might
involve in terms of process and mescales.
Business con nuity may or may not be cov‐
ered. Check whether your oﬃce policy co‐
vers this, and what the exclusions are.
The policy may provide crisis management
advice, including forensic support, and assis‐
tance in protec ng your reputa on. This
may bring much‐needed exper se to help
manage the process and start pu ng things
right.
Policies may provide cover for the cost of
no fying clients. However, one policy the
writer reviewed for an English firm restrict‐
ed this to cases where this was compulsory
under US law(!)

Third party cover
Policies will generally cover claims and de‐
fence costs for claims arising from unau‐
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thorised access to systems resul ng in priva‐
cy breaches. There is also the risk of trans‐
mi ng viruses or malicious code to consid‐
er. Liability may also arise from inability to
access systems.
The aim is to reduce the risk of claims on
your professional indemnity policy and ob‐
tain a smaller excess, but as men oned
above, you need to consider how this inter‐
acts with your professional indemnity policy
in order to avoid double insurance (which
would involve liability on both policies and
an excess on each).
Privacy liability cover would assist in re‐
sponding to claims arising from unauthor‐
ised access to, or wrongful distribu on of,
personal data, which might, for example,
include iden ty informa on. This may in‐
clude the cost of credit monitoring.

So…should we buy cyber cover?
The answer really depends on your ability to
manage risk and willingness to carry risk.
But for many firms, their answer may be a
cau ous ‘yes’ – provided they understand
what they are buying, what is covered and
what is not covered.
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