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This article reviews some of the key
developments which law firm general
counsel and risk managers, primarily
in the UK, have had to address during
2016, and identifies some predictions
for 2017. It is an edited version of the
writer’s opening addresses when
chairing the Ark Group’s Risk and
Compliance Conference on 6 and 7
December 2016.

Anti-money laundering
(AML), counter terrorist
finance (CTF) and
sanctions
It has been a busy year for those involved
in AML, CTF and financial and trade
sanctions. And there is another busy
year ahead. We had the lifting of Iranian
sanctions in January 2016, which in
practice has made life more complex, not
least as the banks are understandably
frightened of their own shadows because
of the heavy fines they have faced in the
USA.
We have had the Panama Papers,
the biggest data leak in history involving
11.5 million files, which resulted, and
continues to result, in Solicitors
Regulation Authority (SRA) interest in a
number of firms. We also had the Global
Witness documentary involving a sting on
a dozen US firms with some direct hits.
The Register of Persons with Significant
Control, part of the drive for corporate
transparency, came into force on 6 April
2016 and there will be further
developments ahead.

In May 2016, we had the SRA’s longawaited Thematic Review of AML.
Going forwards we will have the
implementation of the Fourth Money
Laundering Directive (MLD) in June 2017,
and the amendments to the Fourth MLD
– the so-called Fifth MLD – are on the
way.
The Criminal Finances Bill will
concern many firms, particularly those
who advise on tax, and even more so
those who do not know that they advise
on tax. January 2017 has also seen the
implementation of the provisions in
Schedule 20 of the Finance Act 2016
providing penalties for enablers of
offshore tax evasion or non-compliance.
There is much work to be done
before the Fourth MLD in June – and
beyond. It is hard to see how firms can
remain compliant in this and other areas
without internal audit, yet according to
the PwC Law Firms Survey 2016 there
are still 44% of top 200 firms without any
internal audit and even for those which
have it, internal audit remains an underresourced function in law firms, with the
annual budget on internal audit processes being well below the UK general
benchmark of 0.05% of revenues’.
It is an area where firms will have
to up their game, because of the
developments in AML outlined above,
data protection (of which more below),
and the Bribery Act 2010 – the writer is
aware of a recent example of bribery
within a major international law firm and not to mention good governance.
But expenditure on risk functions
cannot be infinite, and we are already
seeing firms outsourcing functions to the
regions and overseas. Doubtless we will
see more of this.
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Cyber risk
This has been rising up the agenda in
recent years, and although the publicity
may have died down latterly, the writer
does not believe it has gone away. The
PwC Law Firms Survey 2016 reported
that 73% of firms suffered a security
incident, the majority from phishing
attacks on staff. The means of attack
continue to increase – even through
fridges, kettles, irons and, most recent
reports say, e-cigarettes.
A number of substantial cyber and
bank-scam claims have not been
reported in the press, some of around
£2m. It was cited by one insurer, Elite, as
their reason for leaving the market, and
whether this continues to be covered
may be explored further in the SRA’s
consultation on professional indemnity
which is expected in the Spring this year.
In November, the Prudential Regulation
Authority expressed concern that major
UK insurance providers may not be fully
accounting for what they term 'silent'
cyber risk when assessing potential
liabilities from insurance cover they
provide. They were referring to potential
exposure to cyber risks implicit within
broad insurance cover they provide
beyond that explicitly accounted for in
cyber insurance policies, such as data
breach cover.
Meanwhile, insurers have been
upping their game on their expectations
of law firms’ cyber security, with more
questions on proposal forms.
We may see more take up of
cyber policies, which are still an emerging
market. Policy coverage will be tested in
the courts or in arbitration, as it is

already being tested in the USA, and this
will reveal whether the cover is really of
value. Apart from coverage, a key
challenge for insurers in ensuring that
their products are of any value at all will We had the final text of the General Data
be speed of response and claims Protection Regulation (GDPR) in July and
settlement.
this will raise the stakes for everyone,
though realistically for many firms the
timing of its implementation in 2018
means that it will be behind AML activity
in the queue. There will be Brexit
implications, particularly in relation to
what may lie in the potential void after
the two year Article 50 notice period
expires.

Data Protection

Brexit

Probably the biggest issues, despite the
strength of the UK economy in the
immediate aftermath of the referendum
vote to leave the European Union, are
the longer term economic challenges –
uncertainty caused not only by Brexit,
but the election of President Trump, the
Italian referendum, and forthcoming
elections in other parts of Europe. The
Financial Times reported in November
that the Chinese banks are at risk of
having their Lehman moment. It is not
that long since people were querying the
financial strength of Deutsche Bank. A
columnist in The Times even asked in
December whether the Euro would exist
in ten years’ time.
But economic challenges are not
the only ones we face from Brexit, as the
extraction of the UK from Europe will
force many international firms to review
their legal and regulatory structures,
which may give rise to other practical
issues, particularly from a tax perspective, where time may not be on their
side. Already, many English solicitors
have applied to qualify in Ireland, though
in many cases this may be more for
cosmetic reasons as it may not provide
the long term practice rights they
require.

Professional liability and
indemnity Insurance
We have had the Insurance Act 2015.
But perhaps there will be greater impact
from the SRA’s proposed consultation on
the scope and amount of cover. In
preparation for that, they released
claims statistics for a ten year period
collected from the insurance market,
though the writer urges caution against
any reliance on those figures as they do
not represent a proper statistical sample,
omitting figures from many of the
insurers who have left the market either
voluntarily or through insolvency. (While
on the topic of insurer insolvency, July
saw the collapse of Enterprise, the last
unrated insurer in the solicitors’ market.)
While no decisions have yet been
made, judging by their previous
proposals for change, the SRA
consultation could potentially lead to the
exclusion of commercial claims from
compulsory cover. Now for the larger
firms, that may seem of little concern,
because they are confident their brokers
will secure similar, broad cover for them.
But the writer believes that there

www.legalrisk.co.uk | 0345 330 6791 | info@legalrisk.co.uk

are areas of concern even for the larger
firms. Large businesses are not immune
from coverage disputes with their
insurers, and we need to remember that
there are areas where the brokers will
not be able to secure the same
protection. Examples include the scope
and levels of cover of other firms upon
whose undertakings you may rely, and,
where there are disputes as to the policy
year in which a claim falls, there will be
no provision for arbitration between
insurers, so the firm may be left
defending the claim itself while coverage
remains to be determined. The writer is
currently representing a large firm in
such a dispute between insurers in
successive policy years, so this is not a
purely hypothetical issue for large firms.
At present, in most cases insurers
provide indemnity without dispute
because they know that the compulsory
cover is so wide that they are almost
bound to have to pay and, if there is a
dispute with another insurer, there is a
mechanism to recover payment which
should have been paid by that other
insurer; that could change (and affect
firms large and small) if cover were less
broad, and firms could be left to fund
claims payments and seek recovery in
due course from insurers.
It also needs to be borne in mind
that even large firms occasionally fail:
the writer has advised in connection with
the collapse of many US and other
overseas firms with London offices, and
several of the large UK firms which have
collapsed. The extent of run-off cover
for partners in these failed firms can be
critical.
In the longer term, we may see
reductions in cover. An illustration of the
problem this can cause is the recent case
of Wood v Priestley [2016] EWHC 2986
(Ch)
relating
to
an
insolvency
practitioner’s appointment, where a
salaried partner was declined indemnity

A

under a partnership agreement, and the
question of cover by insurers was
unresolved. (This was not a solicitor’s
case.)
We shall be watching carefully to
see whether the traditional Bolam test
will be eroded in lawyers’ liability claims.
The Bolam test is the standard of a
reasonably competent practitioner in the
same field. Kerr J declined to rely on
this test in a financial adviser’s claim,
O'Hare & ors v Coutts & Co [2016] EWHC
2224 (QB), following the Supreme Court
decision in a clinical negligence case,
Montgomery v Lanarkshire Health
Board [2015] AC 1430
In Montgomery, the duty imposed
on a medical professional explaining risk
was instead "to take reasonable care to
ensure that the patient is aware of any
material
risks
involved
in
any
recommended treatment, and of any
reasonable alternative or variant
treatments". The materiality of a risk is
to be assessed based on "whether, in the
circumstances of the particular case, a
reasonable person in the patient's
position would be likely to attach
significance to the risk, or the doctor is or
should be aware that the particular
patient would be likely to attach
significance to it".
So the writer queries whether this
may, for example, require fuller explanations to clients of litigation or commercial risk.
When Solicitors Indemnity Fund’s
monopoly on insuring solicitors in
England & Wales came to an end in
2000, it had four appeals pending in the
House of Lords, now replaced by the
Supreme Court. We have waited 16
years on, to see any appeal at that level.
Like buses, two have come along
in quick succession - Impact Funding
Solutions Limited v AIG [2016] UKSC 57
on the meaning of the trading debt
exclusion, and AIG v Woodman on

aggregation, on which we await judgment.
On the claims front, we continue
to see lower frequency but more high
impact claims. The experience is shared
elsewhere around the world. There has
been at least one action in the American
courts under an indemnity given by a
firm in Outside Counsel Guidelines.
The latest ABA Profile of Legal
Malpractice Claims 2012-2015 records a
decline in real estate claims with
personal injury in the top spot. Estate,
trust and probate claims are on the rise,
as they are here, perhaps fuelled by
changing demographics, particularly the
increase in second families. The survey
notes a fall in administrative errors,
which the writer believes is reflected
here too.

Compliance
On the compliance front, some specific
SRA Accounts Rules issues have affected
even some of the finest firms,
particularly breach of the ban on
providing banking facilities in rule 14.5.
The writer’s firm has also been representing several law firms on investigations over conflicts, both client and owninterest.
A Money Laundering Reporting
Officer (MLRO) has been fined £15,000
and a Compliance Officer for Finance and
Administration (COFA) fined £7,500 and
banned from being a Compliance Officer
for Legal Practice (COLP) or COFA.

Governance
The Government’s Green paper on
Corporate
Governance
Reform,
published in November, may lead to
stronger corporate governance and
reporting standards for some larger
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firms. The Green Paper notes that there
are approximately 90 LLPs with more
than 1,000 employees – or 60 LLPs rather
than 90 if you take the figure in Appendix
C. There are 220 LLPs with more than
250 employees. (These will not all be
law firms.)

Innovation—business
models, and technology
The legal press continues to be replete
with announcements from law firms
embarking on their latest use of IT,
particularly but not only Artificial
Intelligence (AI). These will present new
challenges to law firms to ensure their
succession planning, as the need for junior staff may diminish, and new ethical
challenges may also emerge, but there
will also be opportunities such as tying in
clients to services which use technology,
technical compliance such as AML,
conflicts and outside counsel guidelines,
and helping select the clients who will be
profitable.

Regulatory reform
The SRA’s consultation on a new Code of
Conduct opened the debate about
allowing solicitors employed in non-SRAregulated law firms to offer services to
the public at large, rather than the
narrow exceptions which apply at
present.

Ethics
Ethics is now moving to the top of the
compliance agenda, as it has been in the
USA since the aftermath of Watergate.
Section A of the SRA Statement of
Solicitor Competence addresses ‘ Ethics,
professionalism and judgement’. All
solicitors will have to consider their training in this on an annual basis. We have
seen a number of recent cases involving
lawyers who have suffered an ethics
bypass, resulting in striking off and fines.
An academic paper was published
by Neil Garrett and others from
University College London in 2016. Their
research
confirmed
the
writer’s
experience of advising firms who had
suffered from the activities of rogue
partners and employees, that many
dishonest acts can be traced back to a
sequence of smaller transgressions that
gradually escalated. Minor dishonest
decisions snowball into significant ones
over time.

Modern Slavery Act 2015

In November we saw the Financial
Reporting Council fine a Big 4 accounting
firm £4m and a partner £150,000. So far
as lawyers are concerned, in 2015 we
saw a solicitor fined £305,000 for a
conflict of interests.
It is fair to
conclude, therefore, that we can expect
to see the stakes rising across the board.

Law firms with turnover of £36 million or
more have been publishing their first
Modern
Slavery
Act
statements;
indications from the Commissioner are
that this must not be regarded as a mere
tickbox exercise.
Grant Thornton
reported in November that very few
companies’ statements under the Act
were compliant. They were looking The risks which law firms and their
across all sectors, and not singling out management and risk teams have to
law firms.
address is constantly changing. This
article has identified a selection of these,
drawing on the experience of the past
year for context; one can never provide a
comprehensive list, nor is it possible to
single out one item as ‘the big issue’ for
Fines for health and safety offences used the year ahead, but the Panama Papers
to be relatively low, but that changed. have caused many to refocus on the
The stakes are high with bribery ethical dimension of their practice, and
convictions, where there have been this is undoubtedly a key theme for the
substantial fines on large companies. We future.
have seen the ICO impose a £400,000
Without ethics, as law firms, we
monetary
penalty
on
TalkTalk. have nothing to offer.

Conclusion

Regulatory fines and
penalties

Frank Maher is a partner in Legal Risk LLP, solicitors specialising in advice to law firms, their insurers and regulators, on
professional regulation and professional indemnity insurance. www.legalrisk.co.uk
www.legalrisk.co.uk | 0345 330 6791 | info@legalrisk.co.uk

